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In early 2009, President Obama declared cyber threat as one of the most serious economic and national security challenges of the 21st century. In May 2009, he directed the U.S. Government Accountability Office (GAO) to review national level cybersecurity policies and procedures. Findings indicated two critical shortfalls: lack of leadership and lack of clearly defined roles among federal agencies. Although a new Special Assistant to the President and Cybersecurity Coordinator was appointed within the White House three years ago to lead federal agencies in cyber collaboration and synchronization, the overall assessment given by GAO indicates cybersecurity management at the national level needs much improvement. The purpose of this paper is threefold: (1) to identify the different roles, responsibilities, and authorities of cybersecurity management within the U.S. Government; (2) to assess the national level cybersecurity management program for efficiencies and effectiveness; and (3) to provide strategic options on ways to improve overall cybersecurity management which leads to effective protection and operations of U.S. networks and information in a resource constrained environment.
ASSESSMENT OF U.S. CYBERSECURITY MANAGEMENT
Cybersecurity threats represent one of the most serious national security, public safety, and economic challenges we face as a nation.
-2010 National Security Strategy Today's hackers are no longer thrill-seeking teenagers; they are organized crime syndicates, national militaries, and non-nation state organizations that commit espionage or have malicious intentions against people and infrastructure in order to compromise national security and/or economic interests. From thousands of miles away, increasingly sophisticated foreign adversaries are electronically infiltrating sensitive U.S. computer networks to obtain military technologies. In 2009, President
Obama delivered a nation-wide informational speech to all American citizens saying, "Every day we see waves of cyber thieves trolling for sensitive information -the disgruntled employee on the inside, the lone hacker a thousand miles away, the industrial spy and, increasingly, foreign intelligence services." 1 The intent of the speech was to alert the country that vital U.S. security interests are being attacked now, and in order to protect the populace, their assets, and America's national interests, a robust U.S. cybersecurity strategic plan of action must be implemented immediately. The
President went on to say, "It's the great irony of our Information Age --the very technologies that empower us to create and to build also empower those who would disrupt and destroy." 2 As the nation was transitioning from the Industrial Age to the Information Age, the President was cautioning the public that new technology intended to advance the world forward was having an opposite effect, and something must be done to change the tides.
To change the behavior and actions of the occasional hacker on up to the technologically advanced criminal mind, a new and creative strategic plan of action must be developed to alter the current path of destruction. The development of this plan must include participation from the U.S. Government, international communities, and private-public sectors alike to be effective, with a single point of authority providing guidance, direction and motivation to U.S. cybersecurity stakeholders. The purpose of this paper is to gain a better understanding of the cybersecurity management structure by assessing the current environment and key players, and then presenting options on how an improved national cybersecurity posture for the future can unfold with a proper plan of action. The intent of this paper is threefold: (1) to identify the different roles, responsibilities, and authorities of cybersecurity management within the U.S.
Government; (2) to assess the national level cybersecurity management program for efficiencies and effectiveness; and then (3) to provide strategic options on ways to improve overall cybersecurity management which leads to effective protection and operation of U.S. networks and information in a resource constrained environment.
Background
In 2008, in response to ongoing threats to federal systems and operations posed by cyber attacks, President Bush directed the development of a new Comprehensive National Cybersecurity Initiative (CNCI). This initiative was designed to improve how the federal government protects sensitive information from hackers and nation states trying to break into agency and other networks. In addition, the decision to create the CNCI followed reports from multiple agencies having experienced a string of cyber attacks on their computer networks. The National Cyber Security Center (NCSC) was also established to coordinate information from federal agencies and departments to secure networks and foster collaboration. The CNCI targeted reducing vulnerabilities, protecting against intrusions, and anticipating future threats, while the NCSC focused on formalizing existing cybersecurity processes and introducing new policies and business practices to better protect computer networks and systems. 3 In early 2009, President Obama declared "cyber threat is one of the most serious economic and national security challenges the nation faces," and that "America's economic prosperity in the 21st century will depend on cybersecurity. Developing "strategy on the move" and implementing Band-Aid solutions will only keep the country in a reactive cybersecurity posture. The world looks upon the United States as a leader in technology, development, and leadership. As cyber threats continue to spread across the globe at a rapid pace wreaking havoc on economic and security interests, the world needs a cyber role-model to effect change and make a positive difference. The United States needs to be out front and deliver this capability!
Roles and Responsibilities
Cybersecurity has been a focus within the United States Government since the 1980's, but taming the wild, wild West has been the problem. 7 To better understand the level of complexity within the cyber's "meshed" management arena, it is important to identify the key players within the U.S. Government who have a role in developing 13 One of the sub-directorates is the National Cyber Security Division (NCSD), which is tasked to "work collaboratively with public, private and international entities to secure cyberspace and America's cyber interest." 14 The NCSD Chief supervises the National Cybersecurity and As cybersecurity roles and responsibilities continue to mature among the different federal agencies, it is apparent that redundant and duplicative efforts in cyber defense operations, policy development, law enforcement, and research and development initiatives exist within multiple agencies of the U.S. Government. A key reason for such cyber duplicity is the lack of an appointed single authority representative responsible for overall cybersecurity management. Where is the leader required to supervise unity of command and unity of effort, and to manage financial requirements and human resources within an organization? It is non-existent within the limits of the U.S. Government. An indicator of chaos within the realm of cybersecurity management is clearly noticeable with the resignation of senior cyber officials over the past few years. These senior federal leaders are stepping away from the chaos of disorganization and mis-management, ultimately impeding progress in managing the cyber domain.
Assessment of Cybersecurity Management
As the cyber domain continues to grow in size and power every day, the number of follow-on cyber threats and vulnerabilities also increases exponentially. Due to increasing security threats on national interests and infrastructure, time is of the essence to ensure the nation has a responsive and effective cybersecurity management structure capable of addressing the global aspects of cyberspace. "The U.S.
government faces a number of challenges that impede its ability to formulate and implement a coherent approach" 39 criminal and civil laws, and (7) defining international norms for cyberspace. 40 To address the challenges identified, the Special Assistant to the President and Cybersecurity Coordinator, in collaboration with other federal entities and the private sector, must create a united front to establish cyber capabilities consistent with our national economic and national security interests. 41 Concurring with the Government Accountability Office's assessment in 2010, the Federal government is definitely not structured to address the growing problem of cybersecurity effectively now or in the future. Roles and responsibilities for cybersecurity are dispersed across a wide array of federal departments and agencies, many with overlapping authorities, and none with sufficient decision making authority to direct actions that deal with often conflicting issues in a consistent way. The strategic vision and plan the government needs to integrate must be holistic to meet the demands of cybersecurity-related issues confronting the U.S. Government. The Nation needs to develop the policies, processes, people, and technology required to mitigate cybersecurity-related risks. 42 Max Stier stated, "Time is overdue for the government to commit the resources and exert the leadership to build and nurture a highly skilled cyber workforce" that is properly structured, carefully concerned about citizen and national interests, and globally focused to thwart cyber threats and vulnerabilities. 43 In the article, The Cybersecurity Triad: Government, Private Sector Partners, and the Engaged Cybersecurity Citizen, the authors Harknett and Stever argue the "need for an engaged and knowledgeable public on cybersecurity must be equal to a well-structured and managed government." 44 They highlight the importance of maintaining a proper balance of commitment between the U.S. Government and the citizens, because without the engagement of each citizen becoming a cybersecurity provider, the national objective of having a secure cyberspace will never be achieved. To achieve success, the government must partner with the populace to become individual IT protectors, not just beneficiaries of security policies. 45 The unanswered question is, "Which federal agency is responsible?"
According to the 2011 National Strategy to Secure Cyberspace, the U.S.
Government recognized that securing cyberspace is a global matter due to the interconnectedness of the world's computer systems, and that a global solution is necessary to safeguard information and protect against infrastructure and economic threats. Incorporating international cooperation and collaboration efforts to mitigate
cyber threats demands open communication and a lot of trust. Great strides have occurred over the past few years by cyber engineers, incident responders, policy developers, intelligence analysts, and law enforcers to recognize the importance of sharing cybersecurity information across international boundaries, and incorporating global solutions into cross-border security problem sets. The greater problem lies with the accuracy and wholeness of data, and the expediency of the information gathering and sharing processes. With the current multi-agency cyber construct and duplication of cyber efforts within the U.S. Government, it is a monumental task for the American citizen and business owner to determine which federal agency to call for support; and an even more difficult task for the international cyber community to leverage the U.S. for support. Albeit pre-coordinated formal agreements, policies, and treaties reduce the information sharing time lapse, but new threat tactics, techniques, and procedures entering into the world networks often require new response actions and new coordination partners; making already approved agreements outdated and obsolete.
As it is well known, yesterday's sophisticated hacker utilizing zero-day exploits 46 to slow or stop networks is no match with tomorrow's advanced persistent threat (APT), which are state and non-state crime organizations that exfiltrate intellectual property to support their criminal activities. The international community requires safe and assured networks where critical information is able to traverse boundary lines freely, and reliance on protecting infrastructure is amplified as a global interest, and not only a national interest. In order to stay one step ahead of the ever-increasing global cyber threat, U.S. international partners should have a centralized location, a one-stop-shop, to collaborate cybersecurity issues. The unanswered question is, "Which federal agency is responsible?"
Securing global cyberspace requires individual, public, private, local, state, federal, and international cooperation to raise awareness, share information, promote security standards, and investigate and prosecute cybercrime. 47 In order to reach this plateau of properly managed cybersecurity measures, it is necessary, not only for the United States, but for the world as a whole, that a unified effort of command is established in America that will promote overall stability and security.
Strategic Options Improving Cybersecurity Management
After reviewing the roles and responsibilities within each federal agency, and the assessment of current cybersecurity management, the author proposes three options for consideration in addressing the global aspects of cyberspace and improving cyber management within the national boundaries: (1) maintain status quo organizational structure, (2) realign organizational structure, and (3) create a new cyber agency. The information below highlights the advantages, disadvantages and strategic consequences of each option. 
OPTION I (Maintain the Status Quo

Conclusion
Our Nation's senior policymakers must think through the long-range strategic options available to the United States in a world that depends on assuring the use of cyberspace. To date, the U.S. Government has been implementing traditional approaches to the cybersecurity problem-and these measures have not achieved the level of security needed. The 2008 CNCI and its follow-on efforts are aimed at building an approach to cyber defense strategy that deters interference and attack in cyberspace by improving warning capabilities, articulating roles for private sector and international partners, and developing appropriate responses for both state and non-state actors.
New, non-traditional approaches to cybersecurity are needed to breach the ineffective "rice bowl" protectionism of current cybersecurity organizations. Shared intelligence between the government and private sector cybersecurity operations centers would be a first, important step. Merging the Federal cybersecurity organizations and capabilities, to the extent that duplication of effort and operations are measurably reduced, is a second step that might lead to cost savings while improving our nation's cybersecurity posture. Growing cyber-savvy leadership, perhaps from the ranks of the technologically brilliant private and federal sectors, to replace the folks that do not "get it", but are in positions of authority is a third step. The challenge is to change the culture of how we solve the Nation's cybersecurity issues in harmony with the tremendous assets at our disposal to do so.
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